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New Automation Technology

EtherCAT Troubleshooting BECKHOFF

* Troubleshooting the EtherCAT fieldbus can be done using hardware
or software

— Hardware troubleshooting is very limited

— Software troubleshooting offers many excellent features and
saves downtime

» Software troubleshooting is fast and preferable



Troubleshooting using Hardware

Check Lights for Proper Operation: EK110x BECKHOFF

LED Display Status Meaning
- Us green off - No operating voltage connected
on - 24 VDC operating voltage connected
Up green off - No 24V~ power connected to the power contacts
on - 24VDC power connected to the power contacts
I
| = §
1
“ Display Status Meaning
|t RUN green off Init State of the EtherCAT State Machine: INIT = Initialization
- ‘ i blinking Pre-Operational State of the EtherCAT State Machine: PREOP = Pre-Operational
single flash Safe-Operational State of the EtherCAT State Machine: SAFEOP = Safe-Operational
0 ‘ I an Operational State of the EtherCAT State Machine: OF = Operational
flashes Bootstrap State of the EtherCAT State Machine: BOOT = Bootstrap (Update of the coupler firmware)
- q
- "'-q
‘ | . LED Display Status Meaning
] - LINK f ACT E-Bus green off - Mo connection/communication with internal E-Bus
ﬂ on linked Connection with internal E-Bus
l r— H blinking active Connection/communication with internal E-Bus
‘ . LIMK f ACT (X1 IN) green off - Mo connection with the previous EtherCAT client
on linked Previous EtherCAT-client connected
T l blinking active Communication with the previous EtherCAT client
=D - H LIMK f ACT green off - Mo connection with the next EtherCAT client
= ) X2 oUT i i
P = ( ) on linked Mext EtherCAT client connected
—
u._ }. . blinking active Communication with the next EtherCAT client
L
= = [T



Troubleshooting using Hardware

Check Lights for Proper Operation: CX1xxx BECKHOFF

BECKHOFF

Meaning

power supply
The LED lights up green when the power supply is correct, but red if there is a short circuit.

E-Bus is not connected

E-Bus is connected / no data traffic on E-bus

E-Bus is connected [ data traffic on E-bus

Indicates the state of the EtherCAT bus:

INIT

PRE-OPERATIONAL
(frequency: 200 ms on /200 ms off)

SAVE-OPERATIONAL
(frequency: 200 ms on / 1000ms off)

on

OPERATIONAL

flickering

BOOTSTRAP
(frequency: 50 ms on / 50 ms off)




Troubleshooting using Hardware

Check Lights for Proper Operation: CX2xxx BECKHOFF

: 0O
€X2100 f
[ = |
[ &)
[ & ]
L = I
L_: _-_! Display LED Meaning
()] (w)] M1 Us24V Power supply for the CPU module
o The LED lights green if the power supply is correct.
——
[.ll Us 24V ' Up 24V
|__l ___| L Up 24V Power supply for terminal bus.
()] (4} —— The LED lights green if the power supply is correct.
11 T /A off E-bus not connected
E;I on E-bus connected / no data traffic
[=)ls
g flashing | E-bus connected / data traffic on the E-bus.
00
W] ()
o =]




Troubleshooting using Hardware

BECKHOFF

Check Lights for Proper Operation: Digital 10

= No EtherCAT diagnostics available
= Lights always signify the presence of 24 volts on the channel
» |f Up/ Rail Power present for reference

 Digital input _ [EETIE Digital Output  Digital input XD
| ; i ! I ELT808 &
si mm| - mE_ T
gnal LECA . “ .+ Signal LED2 Signal LED1 . % . Signal LED2 . :
= | . | . ] (1]
—1 Signal LED3 . =% . Signal LED4 Slonal LEDs 4 ol
mn oor ; "
== =L { K
Input 1 B 6@ —input2 Output 1 A8 —output2 Input 1 v
HE JEX)ES Input 2 e MV
= - -
+24V (als) Af sV Input 3 e — 21V
Power contact Power contact Powercontact .
+24 V BEE +5Y +24 W el
=r= - it -
T 1 .
Power contact 0V __ Power contact 0V _, Power contact 0V _,
— ..
gg 03 04 Input & 28 —+24V
‘s PE == Input 7 '8 24V
66 — Output 3 66 + Output 4
Power contact PE _, H017 it Input 8 .=,,= 24V
i BECKHOFF —
I i L A | Fn




Troubleshooting using Hardware

Check Lights for Proper Operation: Analog 10 BECKHOFF

= EtherCAT State Shown by Run LED (same function for all)

= Blinking means hardware is not in operational mode

Analog input Analog output
RumLED .. — ER“" LEEDE RupLED % . +« Run LED
Error LED1 L. rror -
g — ol RUnLED____ , 558 . RunLED
o ol or
== ==
+Input 1 B8 —+nput2 Output 1 A # —output2
EE =&
- -
-Input 1 AInput 2 GHD . GHND
Power contact — . 6 6 - Power contact 6 6 -
ey G0 G0 24V W
= FI = ,!I
GHD . 4+ GND Cutput 3 +— Output 4
Power contact 0V _, 6 6 Power contact 0V _,_ 6 6
| | [=11=]
== - -
Shield \ G 6 « Shield GND . 6 6 + GND
elor i
I A | I




See TwinCAT rather than Hardware Lights BECKHOFF

= Documentation explains EtherCAT terminal lights

= Use TwinCAT to troubleshoot EtherCAT whenever possible
— Many features available
— Easy to use



EtherCAT Troubleshooting BECKHOFF

1. Troubleshooting using Hardware
2. Troubleshooting using Software
3. Automating Troubleshooting with PLC Code



Troubleshooting using Software

TwinCAT 2 System Manager Shows EtherCAT Health BECKHOFF

= Navigate to the Current Configuration
— Open System Manager @
— Point at the correct target(if required) @
— See connect to target presentation
— Select the Open from Target Button @

. ? ﬂbDUt TWlnCAT Choose Target System &J . _
’ Untitled - TwinCAT 5ystem Manager
i 0K
= G- CP_OCBESD (169.254.133.1601.1)
=l Log View | Bicrcen (10925421371 File Actions View Options H
Q; Cx-13F02C (5.19.158E6.1.1)
=y System MHHHQEF (- Cx_0242C7 (5.2.66.199.1.1) T | | |
Search (Ethemet) il F
EE PLC Control ' - ;
- . Search (Fieldhus) a 3 - [Dﬂflguratlﬂﬂ
%ea t"'r'l,::_l Sett'ncg ! NC - Cﬂﬂfiguratiﬂr"l
Router , -8 PLC - Configuration
t _ S =84 1/O - Configuration '
System » E B8 1/0 Devices
10 » g4 Mappings
Connection Timeout (s):
Properties
< |




Troubleshooting using Software

TwinCAT 3 Shows EtherCAT Health BECKHOFF

» Navigate to the Current Configuration
— Open Visual Studio@
— Close the Solution if One Opens
— Select Open from Target Button@®
— Save the project being opened in the desired location @

Browse For Folder

- 7] 0.12160.9.1.1)
|‘ TwinCAT XAE {VS 201[}) e ) E (519158811
@ Cx-13FD2E (1012144.1.1.0) Select Folder for new Solution
@ Cx13FD2C (5.19.15851.1)
‘ [ @ CX14DATE (519158.41.1)
@ Cx_NDEBF3 (513138.24811)
Router 4 @ DEBRAH-VMOT (169.254.200156.1.1) Search (Ethemey.. M Desktop
S N Search (Fieldbus) S ‘. .., Libraries
_'ystem > & Sean Pruden
| > & Computer
> Gl Network
File | Edit View Debug TwinCAT PLC Team Dat - 5 Control Panel
New v Recvcle Rin
Open
Folder: |
Close

Close Solution
; Save Selected Items Ctrl+S

Save Selected Items As...

@ save Al Ctrl+Shift+S ¥ Open Project From Target...




Troubleshooting using Software

Tabs Useful for Troubleshooting Fieldbus BECKHOFF

= Select the desired EtherCAT Device in the I/O section
of_the tree

=]

Q Solution TwinCAT Projectl’ (1 project)
4 3 TwinCAT Projectl
- | SYSTEM
; MOTION
PLC
& SAFETY
[l c++
a F10

= Device 1 (EtherCAT)

mmmmmm

*® Image-Info
- 2 SyncUnits

Create symbcIsD

Inputs
- Outputs Mumber Box Mame Addr.. Type InSize OutS.. E-Busf(.
- @ InfoData EK1200
> | Term 1 (EK1200) 1001 EL2004 04 1900

» Notice the tabs which appear
= These are used to troubleshoot the network



Troubleshooting using Software

The Adapter Tab gives Network Adapter Information BECKHOFF

@ The Network General | Adapter | EtherCAT | Online | CoE - Online |
Adapter SeCtion (@ Network Adapter

shows information
about which
Hardware
EtherCAT uses to
‘talk’ over the bus.

® Search allows for
the changing of
this hardware

() 05 (NDIS) @) PCl

Compatible Devices...

PCI BusfSlot 4/0 (OxFO020000)

MAC Address: 0001051503 ee

IP Address: 0.0.0.0(0.0.0.0)

Pde (use with Wireshark only)

Fevice Mames

Device Found At

(nane) oK
Local Area Connection 2 (TwinCAT-Intel PCI Ethernet Adapter (Gigabit

L1123




The Adapter Tab gives Network Adapter Information BECKHOFF

= |f an Ethernet General| Adapter | EtherCAT | Online | CoE - Online |
port IS being (@) Network Adapter
Used the IP (@ 0S (NDIS) IPCI () DPRAM
Add ress W|” Description: Local Area Connection 2 (TwinCAT-Intel PCI Ethernet Adapter (Gigabit
ShOW the Device Name: \DEVICE\{0ECD5C8C-0436-4C19-B1C3-1752147EB74E8)}
address of the [ Search.. ]
port MAC Address: 000105 13fd 2¢ | Compatible Devices.. |
[ ] Ensu re that IP Address: 169.254 208.4 (255.255.0.0)
EtherCAT iS || Promiscuous Mode (use with Wireshark only)
never on the V] Virual Device Names
same subnet as _
i) Adapter Reference
another port .
being used for
Standard Freerun Cycle (ms): 4 =
Ethernet
communication




Troubleshooting using Software

The Adapter Tab gives Network Adapter Information

BECKHOFF

@ Promiscuous
Mode enables
Windows to access
EtherCAT frame
information

@® virtual Device
Names causes
TwinCAT to identify
each device based
on the “Description’
and not the “Device
Name”

= Use this to enable
‘currentconfig.tsm’
transfers between
identical machines

General| Adapter | EtherCAT | Online | CoE - Online |

(@ Network Adapter
(0S5 (NDIS)

PCI Bus/Slot 4/0 (0xF0020000)

MAC Address: 0001051503 ee

IP Address: 0.0.00(0.0.00)

Adapter Reference

Freerun Cycle (ms): 4

L1

@ Pcl () DPRAM

’ Search... ]

’ Compatible Devices._. ]

|| Promiscuous Mode (use with Wireshark only)

|| Virtual Device Names




Troubleshooting using Software

The EtherCAT Tab Provides Detailed Bus Information BECKHOFF

= Click on Advanced Settings to find the Emergency Scan feature
= TwinCAT must be in Config Mode to use this feature
— Note: Going into Config mode will will stop a running machine

R
| General |Adap1.er| EtherCAT |On|ine | CnE—Online|

Netld: 169254 106.122 2.1 | Advanced Settings... | |

l Export Configuration File. ..

|
l Sync Unit Assignment... ]
|

l Topology...

Frame Cmd Addr Len WC Sync Unit Cycle (ms) Ltilization (%)
[ [ NOP Ox0000 0x0900 4 2.000

Oxfffg 0=x0910 2.000

0=09000000 2.000

0=x01000000 <default> 2.000

0x01000800 =default> 2.000

0x01001000 =default> 2.000

0x0000 0x0130 2.000




Troubleshooting using Software

The EtherCAT Tab Provides Detailed Bus Information

@ Emergency Scan allows the user
to troubleshoot intermittent
connections

® The number of these frames can
be selected under Send Test
Frames

@ Selecting Start Scan will send
dedicated frames to each slave
on the bus

@ An incomplete quality means that
the frame never reached the slave
and then returned to the master

— This means a contact or wire
IS not maintaining a proper
connection

Advanced Settings

BECKHOFF

1-State Machine
+-Cyclic Frames

+- Distributed Clocks
- EoE Support

Scan

MNo.  Type Link
" 1 EL2004 4Ch.Dig Output24V._. AB
B2 EL1904 4 Ch. Safety Input24.. AB
¥ 3 EL2904.4 Ch. Safety Output.. AB
®{ 4 ELGI00. TWinSAFE PLC AB
# 5 ELI0088Ch. Dig Input24V, . AB
¥ 6 EL2008 &8Ch.Dig. Output24V.. AB
" 7 EL30022Ch. Ana. Input+-10V  AB
B 8 EL40322Ch. Ana Output+/-1.. AB
=9 EL72011Ch. MDP742 Servo.. AB
=10 EL72011Ch. MDP742 Servo .. A

Quality

100 of 100
100 of 100
100 of 100
100 of 100
100 of 100
100 of 100
100 of 100
100 of 100
100 of 100
100 of 100

Scan .
Send TestFrames

@©o @100

[Manual
@10 () 1000




Troubleshooting using Software

The EtherCAT Tab Provides Detailed Bus Information BECKHOFF

= Emergency Scan test frames interrupt regular bus communication

= After completing emergency scan, bus communication must be
reinitiated

— To continue using Config Mode, Press Reload IO Devices and
Initiate Free Run

v |©

— To go into Run Mode, Restart the TwinCAT System

0]




Troubleshooting using Software

The EtherCAT Tab Provides Detailed Bus Information BECKHOFF

= The Topology button is used for observing system layout
and behavior

—
| General |Adapter| EtherCAT |On|ine | CoE—Online|

Netld: 169.254.106.122.2.1 [ Advanced Settings... ]

’ Export Configuration File... l

[ Sync Unit Assignment ... l

Topology...

Frame Cmd Addr Len WC Sync Unit Cycle (ms) Utilization (%)
o MNOP Ox0000 00900 4 2000
o ARMW Oxiffs 00910 4 2000
Ho LRD 0x03000000 1 2000
Ho LRW 0x01000000 28 15 <default> 2000
[ [y LWR 0x01000800 6 <default 2000
[ [y LRD 0x01007000 9 <default 2000
[ [y BRD 0x0000 0=x0130 2 10 2000 0.71
0.71




Troubleshooting using Software

Topology View BECKHOFF

= The Offline Topology View is the default view and
shows:

» The EtherCAT master (TwinCAT)
= EtherCAT Slaves

= Cabling

# | Topology - ) — ||E| —_ -
. 1\.lfiw.r Offline  Online
System Manager Configuration

Term 7 (EL9011)
EL9011 End Termina

Autolncr Addr; 0
EtherCAT Addr: 0

@ Use the View Menu to increase the picture size
@ Hover the mouse over each slave to get its description




Troubleshooting using Software

Topology View BECKHOFF

= Click Show Topology under the Online Menu for the
same view with diagnostics

— — |E] -

# | Topology
Vlew Offline Onllne

Show Topology System Manager Configuration
i Compare To

» A healthy network will appear with all green bars and no
additional circles or lines

Pr—— = | D -

# | Topology

View Offline Online

d e

Online Configuration



http://infosys.beckhoff.com/english.php?content=../content/1033/tcsystemmanager/reference/ethercat/html/ectopology_online.htm&id=

Troubleshooting using Software

Topology View BECKHOFF

= Each slave picture will change if network health is
compromised:

— The color of the bar changes .—j

— Ared outline may enclose the device

}

.

E:
— Red circles may show up Li
:,_JL:'



Troubleshooting using Software

Topology View BECKHOFF

= The bar changes color based on the slave state.
— Each slave should be in “Operational Mode”

Init ’I
s Iniit State (P) tP')[ CHECT

. : Pre-Operational State B ‘ s Bo'otstrap
.; e, Safe-Operatinoal State L

: (o) (PS)| (sP)

" - Operational State l

(P) Safe-Operational
(0) (OSJI
= Potential Causes for Other States: el

— The PLC program is not running
— The running PLC tasks update the bus
— TwinCAT may not be in run mode

— Communication problems exist between master
and slave (see next slide)



Topology View BECKHOFF

* The red square around a terminal means that no
communication is occurring with the slave:

= Potential Causes for No Communication:
— Aterminal is not properly seated
— Aterminal has been removed
— Aterminal has gone bad upstream
— A cable connector is not seated
— Acable is severed




Troubleshooting using Software

Topology View BECKHOFF

» Red circles below the terminal mean that a CRC error
has been detected on the frame coming into that port:

(Em o
-2 A .
|k cwwl o @mm g O @
ii Cre error detected at Port B * e, Eﬁ g 2
(IR o0
Pﬂn"'ﬂ"‘x:‘x _.—-_/ : ¥ ; : X
OO 5 e e if
AN @) ¥ Tw 2
D ' i N |
FlgsiS b se! 88l
LR W '
2= me=
. 2550. gﬁ
= Potential Causes for CRC Errors s e e

— Sources of noise exist near EtherCAT cabling
— 120, 240, 480 V power lines
— Motors or other high current devices

— Any device generating a significant electro-
magnetic field



Troubleshooting using Software

Cyclic Redundancy Checking for Transmission Quality BECKHOFF

Slave Device Slave Device
I I

= Each device checks data passing on the frame
= A number is calculated by each slave based on the frame content
= |tis checked against the “right answer” also carried on the frame
= A match means the data is OK
= A mismatch means that the data has been corrupted
» Corrupt data is not used other than to report a CRC error

Ethernet ECAT EtherCAT Datagrams Ethernet Frame | Inter- |
Header (14 Frame (44-1498 bytes) Check Sequence Packet
bytes) Header Gap
(2 Bytes) Additional (12
Datagrams bytes)
First Datagram Additional

Datagrams




Troubleshooting using Software

Topology View

BECKHOFF

= |eft clicking on the terminal causes an information box

to appear.

® | Topology

View Offline Online

Online Configuration

EtherCAT {| Online | Process Data|

MNarme: Term 18 (ELI510)

Type: EL9510
EtherCAT Addr: 1006

Auto Inc Addr FFFE

|dentity
Wendor Id: 2

Product Code: Ox25263052 Senal Mo

Froduct/Fewvision:  EL3510-0000-0017

Fevision Wo: 000110000

Ox00000000

* The EtherCAT tab gives information about the slave



Troubleshooting using Software

Topology View

BECKHOFF

= The Online tab allows the user to change and view the slave state
, ® | Topology - E I

View Offline Online

Online Configuration

EtherCAT | Online | Process Data

State Machine

it ] ’Safe—Op ] [Buutstrap

’F’re—Op l ’Op ] [Clear Errar

Current State: oF

Feguested State: oF

Crz Errar Counters

PortA 0
FortB: 0
T

= The CRC error count is shown




Topology View BECKHOFF

= The Process Data tab shows the values of the cyclic
process data

® | Topology
View Offline Online

Online Configuration

ﬁl::::'

EtherCAT Process Data

MNarme Online
Status Uo

* Power 0K 1
+ Cwerload 0

= Right click on a variable to write or force it from here



Troubleshooting using Software

The Online Tab Provides an Overview of EtherCAT

@ Slave states listed
® CRC Errors

— Only active ports
shown

— Incoming messages
only

© Tx/Rx Errors are CRC
Errors detected by the
EtherCAT NIC

@ Lost Frames are Posted

® Queued Frames carry
Acyclic Data

BECKHOFF

General |Adapter | ETherCAT| Online | CoE—OnIine|

Mo Ad.. MName State CRC
i1 1001 Term 13 (EK1100) oP ‘ 0.0 .
§2 1002 Term14(EL1008) oP 0.0
B 3 1003 Term 15(EL2034) oP 0.0
"4 1004 Term 16 (EL3102) op 0.0
B 51005 Term 17(EL4032) oP 0.0
#6 1006 Term 18(EL9510) op 0
Actual State: oF Counter Cyclic Queued
[ Init ] [Pre—Op ] [Safe—Op] [ Op ] Send Frames 40101.. + 1854792
Frames [ sec 499 + 19
[ Clear CRC ] [ Clear Frames ] Lost Frames 0 + D* .
0 /0

‘ a Tx/Rx Errars




Troubleshooting using Software

The Online Tab Provides a Overview of EtherCAT

BECKHOFF

In the State Column the following messages may appear

INIT Slave is in Init
PREOP Slave iz in Pre-Operaticnal
e | CoE - Online
SAFEOP Slave is in Safe-Operational
OP Slave is in Operational
BOOCT Slave iz in Boolistrap
ERR Error state set in slave
VPRS Vendor |d, product code, revision number or serial number are incormect
HWO_CORMM Mo communication to the slave is possible
LME_MIS Port Link at the given port is missing (Pori=A B, Cor D).
LME_ADD Port Additional link at given port.
LHE_ERR Fort Link without communication detected

Multiple messages can appear in a single line
= Note: The argument does not always follow the problem type

Troubleshoot starting with the first slave message and work down




Troubleshooting using Software

The Online Tab: Troubleshooting Example BECKHOFF

| General |Adapter | Eﬂ19rCAT| Online |COE- Online|

= A communication break between terminals

EL1008 and EL2034 is shown* No  Ad. Name State
§1 1001 Term13(EK1100) op
= “OP LINK MIS B’ is stated # §2 1002 Term 14 (EL1008) OP LNK_MIS B
- % 3 1003 Term 15 (EL2034) INIT NO_COMM
= “INIT NO COMM’ is stated "4 1004 Term 16 (EL3102) INIT NO_COMM
- ® 5 1005 Term 17(EL4032) INIT NO_COMM
= Meaning: §6 1006 Term 18 (ELS510) INIT NO_COMM

— EL1008 is in the OP state AND the
terminal cannot communicate off of
PORT B

— Subsequent terminals are in the INIT
state AND cannot be communicated to

= Possible Fixes:

— Properly install terminal to the right of
EL1008

— Replace terminal to the right of EL1008
— Replace the EL1008

* EL2034 was pulled from the rack(while unpowered) to cause this break in communication



The Online Tab: Troubleshooting Example

BECKHOFF

= An incorrect terminal type was installed in place
of the EL2034*

= “INIT VPRS INIT_ERR” is stated
» Meaning:
— EL2034 is in the INIT state

— The installed terminal is not a proper
replacement for the configured EL2034

— There is an error initializing the slave
= Possible Fixes:

— Install a terminal with an acceptable
VendorlD, Product Code, Revision or Serial
Number

— Reconfigure system to accept new terminal
(*CAUTION — Not the preferred solution®)

| General IAdapterl El‘herCAT| Online |CoE—OnIine|

MNo Ad.. MName State
B 1 1001 Term 14 (EL2004) oP
B2 1002 Term15(EL1904) oP
¥ 3 1003 Term 16 (EL2904) oP
¥ 4 1004 Term 17 (ELGS0D) opP

§#5 1005 Term13(EL1008) oP
" 6 1006 Term 19(EL2008) oP
" 7 1007 Term 20 (EL3002) oP
3 1008 Term21(EL4032) oP
=9 1009 Term 22 (EL7207) oP
=10 1010 Term 23 (EL7201) oP
2111011 Term 24 (EK1122) oP
[i 11012 Term 25 (EK1100) oP
11013 Term 26 (EL1008) oP

¥ 1014 Term 27 (EL2034) INIT VPRS INIT_ERR
1015 Term 28 (EL3102) oP
B 1016 Term29(EL4032) oP
11017 Term 30 (EL9510) oP




Troubleshooting using Software

The Online Tab: Troubleshooting Example BECKHOFF

. . General | Adapter | EtherCAT | Online | CoE - Online

» Vendor ID: The specific ID given to a company ' — [oree| '

: H MNo Ad.. Name State
making an EtherCAT device 100 T L2008 o

. 'Ei erm

= Product Code: The model number of the device S5 1005 Tomo (L2904 o
L. . . . B 4 1004 Term 17 (EL6300) op

= Revision: The number of significant design §5 1005 Temn 18 (EL100) o
. . " 6 1006 Term 19(EL2008) orP

changes since product conception 17 1007 Tern20(EL3002) o

. B 83 1008 Term21(EL4032) oP

= Serial Number: Usually left blank %3 1009 Tem 22 (EL7201) o
- =10 1010 Term23(EL7201) orP

H 2111011 Term 24 (EK1122) oP

= All of the above can be observed in the CoE o T o o
Online tab # 11013 Term 26 (EL1008) oP

¥ 1014 Term 27 (EL2034) INIT VPRS INIT_ERR

" 11015 Term 28 (EL3102) oP

. Resul t ® 1016 Term 29 (EL4032) oP
11017 Term 30 (ELI510) OP

— In most cases, replacing the existing
terminal with one having the same part
number AND an equal or newer firmware
code (see side of terminal) will fix the
problem



Troubleshooting using Software

The Online Tab: Troubleshooting Example BECKHOFF

| General | Adapterl EtherCAT | Online |CoE—OnIine|

= Aloss of communication between the EK1122

. MNo Ad.. Name State
and EK1100 is shown* % 1 1001 Term 14 (EL2004) oP
. . % 2 1002 Term 15 (EL1904) oP
= “OP LINK_MIS LNK_ADD B D’ is stated %3 1003 Term 16 (EL2904) oP
" 4 1004 Term 17 (EL6900) oP
n Meaning- §5 1005 Term 18 (EL1008) oP
- " 6 1006 Term 19 (EL2008) oP
T % 7 1007 Term20(EL3002) oP
- EK1122 IS In the OP State lj 8 1008 Term 21 [:EL4D‘32] op
. . .. 9 1009 Term 22 (EL7201) oP
— Alink is miISssSing on one port 10 1010 Term 23 (EL7201) oP
_ # #11 1011 Term 24 (EK1122) OP LNK_MIS LNK_ADD B D
— Alink has been added to the other port 11012 Torm 25 (EK1100) INIT NO_COMM
{ 1013 Term 26 (EL1008) INIT NO_COMM
. % 1014 Term 27 (EL2034) INIT NO_COMM
= Common Fix: % 1015 Term 28 (EL3102) INIT NO_COMM
. ® 1016 Term 29 (EL4032) INIT NO_COMM
— Move the cable from the plugged in port 1017 Term 30 (EL9510) INIT NO_COMM

to the available port

*the cable going for the EK1122 to the EK1100 was switched from the configured port on the EK1122 to the unused port on the EK1122 to cause this



The Online Tab: Troubleshooting Example BECKHOFF

= “OP LINK_ERR B’ is stated
* Meaning:

— The terminal is in the OP state

— Alink is present on PORT B

— The terminal off of port B is not communicating
= Common Fixes:

— Replace terminal off of port B



EtherCAT Troubleshooting BECKHOFF

1. Troubleshooting using Hardware
2. Troubleshooting using Software
3. Automating Troubleshooting with PLC Code



Troubleshooting using Software

Using the PLC to Diagnose EtherCAT

BECKHOFF

= PLC Code can be written to automate the
diagnosis of EtherCAT

= Two Methods Are Used to Accomplish this:

@ Linking PLC Variables to Diagnostic 10
Variables

@ Using Prewritten Code from the EtherCAT
Library*

*Tc2_EtherCAT.lib for TwinCAT 3, EtherCAT.lib for TwinCAT2

[@ TcCOM Objects
; MOTION
4 PLC
a Untitled1
[& Untitled Instance
a Untitled2

[ External Types

F = n
‘ £33 Tc2_EtherCAT

43 Tc2_System
£ Tc3_Interfaces
-3 Tc3_Module

3 DUTs

3 GVLs

B
MAIN (PRG)

¥ PlcTask (PlcTask)
e ——

=g
() SAFETY
C++
“ /0
4 % Devices
4 == Device 1 (EtherCAT)
+® Image

¥ Image-Info

Inputs
& Outputs
& InfoData
I Term 13 (EK1200)

m Task & - Device 1 (EtherCAT) 1




Troubleshooting using Software

Using the PLC to Diagnose EtherCAT

BECKHOFF

= Method 1: Variables Can Be Linked from
the PLC to the IO to obtain EtherCAT data

= Two Categories of 10 Variables Can be
Linked to the PLC

@ Master Diagnostic Data
— Information regarding whole bus
@ Slave Diagnostic Data

— Information pertaining to a single
slave

Cs++
4 /o
4 " Devices
4 == Device 1 (EtherCAT)
*¥ Image
% Image-Info
- 2 SyncUnits
Inputs
# Frm0State
# Frm0WcState
# Frm0InputToggle
#1 SlaveCount
#1 DevState
4 [ Qutputs

‘ B Frm0Ctrl
B FrrnOWcCtrl

& DevCtrl
4 @ InfoData
# ChangeCount
# Devid
#1 AmsNetld
#1 CfgSlaveCount
a [E Term 13 (EK1200)
4 " Term 14 (EL2004)
- I Channel 1
- 1 Channel 2
- 1 Channel 3
W Channel 4

4 [ WcState

‘ # WcState
4 @ InfoData
# State
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- ™ Term 16 (EL2904)
- ™ Term 17 (EL6900)
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B Ce+
» » « &=
= Master Diagnostic Data: Inputs o Devices
4 == Device 1 (EtherCAT)

— FrmOState 12 1mage

% Image-Info
- )

— Read if a frame was transmitted to one Inputs
# Frm0State
or more slaves & FrmOWcState

# Frm0InputToggle

— FrmOWCState o oot

— Read if any slaves did not interact with ZEESE”G.
the frame & Devcir

4 [ InfoData
# ChangeCount

— SlaveCount . Do

# AmsNetld

— Read the number of slaves currently # CigSlaveCount

. . . 4 [§ Term 13 (EK1200)
communicating with the master % Tem 14 €200
- [ Channel 2

- DeVState - [ Channel 3

- [ Channel 4
— Read the state of the EtherCAT device e
4 @ InfoData
# State
- ™ Term 15 (EL1904)
- ™ Term 16 (EL2904)
- ™ Term 17 (EL6900)
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B Ce+
4« Evo

= Master Diagnostic Data: Outputs + %2 Devices
4 = Device 1 (EtherCAT)
— FrmOCtrl S

- 2 SyncUnits

— Set to prevent the frame from sending ‘S
messages to one or more slaves OR = Fmowcste
N # Frm0InputToggle
prevent the complete frame from being # SlaveCount

Se nt @ Outputs
& Frmn0Ctrl
B Frm0WcCtrl

— FrmOWCcCitrl 5 Dot

— Set working counter of frame 7 Changecoun

# AmshNetld

- DeVCtrI #1 CfgSlaveCount

4 [ Term 13 (EK1200)
4 ™ Term 14 (EL2004)

— Send a request for state change of the 1 Tem 14 F1
EtherCAT device W Chamna
- B Channel 4
a [ WcState
# WcState
a @ InfoData
#1 State
- ™ Term 15 (EL1904)
- ™ Term 16 (EL2904)
- ™ Term 17 (EL6900)
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Bl C++
. . 4« F1yo
= Master Diagnostic Data: InfoData + % Devices
4 = Device 1 (EtherCAT)
— ChangeCount g o
. - @ SyncUnits
— Read the number of times the EtherCAT ‘S
device changed its state » FmOWcstate
# Frm0InputToggle
— DevID - oesue
. . . 4 [ Qutputs
— Read the ID number identifying the = Fmovccs
EtherCAT device in the 10 configuration m——
— AMSNetld s e
#1 AmsNetld
— Read the TwinCAT address for the _ CioslaveCoun
EtherCAT network card et
- 1 Channel 2
— CfgSlaveCount - Cromes
— Read the number of slaves originally s
configured on the bus ‘| ovare

- ™ Term 15 (EL1904)
- ™ Term 16 (EL2904)
- ™ Term 17 (EL6900)
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Bl C++
4 F10

» Slave Diagnostic Data: WcState . % Deces

4 == Device 1 (EtherCAT)
*¥ Image

- WCState % Image-Info

- 2 SyncUnits

— Reads ‘1’ if the datagram of the most e
recent frame servicing the slave was + FmOlnputTogge
not able to transfer data with all - e
slaves serviced by that datagram = o
= Slave Diagnostic Data: InfoData . bt
# ChangeCount
— State A Amtec

#1 CfgSlaveCount

— Reads out the current status of the T
slave mme

- [ Channel 3

4 [ WcState
# WcState

4 @ InfoData
# State

- ™ Term 16 (EL2904)
- ™ Term 17 (EL6900)
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=12 EtherCAT Diagnostic

= Method 2: Function blocks can be used to FB_EcGetAlSiaveAbnormalStateChanges
acquire EtherCAT data g

FB_EcGetAlSlavePresentStateChanges
FB_EcGetConfSlaves
FB_EcGetLastProtErrinfo
FB_EcGetScannedSlaves
FB_EcGetSlaveCount
FB_EcGetSlaveCrcError
FB_EcGetSlaveCrcErrorEx
FB_EcGetSlaveldentity
FB_EcMasterFrameStatistic
FB_EcMasterFrameStatisticClearCRC
FB_EcMasterFrameStatisticClearFrames
FB_EcMasterFrameStatisticClear TXRXErr
F_Checkvendord

=2 EtherCAT State Machine
FB_EcGetalSlaveStates
FB_EcGetMasterState
FB_EcGetSlaveState
FB_ECRegMasterState
FB_EcReqgSlaveState
FB_EcSetMasterState
FB_EcSetSlaveState

» Information Can Be Read
— Master or slave states
— Number of CRC errors
— Number of configured or active slaves
— Number of state changes
— Slave addresses
— Slave identity information
= Commands Can be Issued
— Clear bus errors
— Set master or slave states
— Set internal memory

*Tc2_EtherCAT.lib for TwinCAT 3
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Beckhoff Automation LLC Phone: 1952 890 0000

USA Headquarters Fax: 1 952 890 2888

13130 Dakota Avenue E-Mail:  beckhoff.usa@beckhoff.com
Sasvage, MN 55378 Web: www.beckhoffautomation.com
USA

Beckhoff Automation GmbH & Co. KG
Global Headquarters
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33415 Verl

Germany

Phone: +49 5246 963-0
Fax: +49 5246 963-198
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Web: www.beckhoff.com
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performance which in case of actual application do not always apply as described or which may change as a
result of further development of the products. An obligation to provide the respective characteristics shall only
exist if expressively agreed in the terms of contract.
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