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Overview

= Webserver developed by Beckhoff
= Central data aquisition point in HMI
* Provides the HMI project to clients

= Communication with Beckhoff PLCs over ADS
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System Architecture BECKHOFF
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Technology

= HyperText Transport Protocol (HTTP/S)
— provide project and HMI framework

= WebSockets (WS)
— establish a connection between client and server

= Automation Device Specification (ADS)
— communication with TwinCAT PLC
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Engineering BECKHOFF
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Client-Server BECKHOFF

TwinCAT HMI Project

Content Custom e Controls API System
Logic

WWW TwinCAT HMI Server Extension
TwinCAT HMI Project Protocols User Custom
Management Extension




Communication
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= HMI Server acts as client to all data points

= HMI Clients subscribe to the server for data

= HMI Project configures how data is read/written
— Cyclic
— Poll
— Write to one data point
— Write to many at once (sum command)

= Data points with the same cyclic interval are
optimized automaticaly for single sum reads

HTML5 Browser HTML5 Browser
—
HMI HMI
Framework Frameworﬂ

Subscrlptlon (OnChange) or Pall I
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Server Architecture - WWW Root BECKHOFF

= Document root provides the

TwinCAT HMI S ]
el content for the client

WWW Root

+ Contains the deployed Hi

project

= Contains Beckhoff
framework, and custom user
deployed controls



Server Architecture — Server Extensions BECKHOFF

= Server is built modularly
WWW Root = Extensions for different kind of

tasks

= ADS for PLC
Server Extensions communication

BEEN - UserHanding

= Event Handling

TwinCAT HMI Server

= Users can develop their own
extensions in .NET C# or .NET
CORE



Server Configuration

= Server settings are stored in JSON files in the HMI project
= Configuration of this settings over web interface

= Configuration is divided into different profiles
— Default: Settings for the engineering
— Remote: Settings for the remote server (settings that will be published)

= Extensions can provide their own configuration page
— Extension specific settings
— Compare to ADS extension
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Server Configuration with web interface (deployed) BECKHOFF

= Same config screen as in the development environment
= Access remote servers (headless devices, no RDP connection, ...)
Default user: _ SystemAdministrator
http://IP-Adress-of-Server:Port/Config/ TcHmMIiSrv
— http://127.0.0.1:3000/Config/TcHMISrv
— Case sensitive
= EXxport settings

— General server settings

— Extension settings
(recipes, etc.)

TcHmiSrv ADS TcHmiEventLogger TcHmilua TcHmiRecipeManagement TcHmiSqliteHistorize TcHmiSqliteLogger TcHmiTextStorage



http://127.0.0.1:3000/Config/TcHmiSrv

Server settings | Remote / Stand Alone BECKHOFF

= Common server settings:

— TcHmISrv -> WebServer -> Endpoints » https://0.0.0.0:1020
— reachable network adapters, ports and protocols > hitp://127.0.0.1:1010

w Endpoints

— 0.0.0.0 = Public access
— 127.0.0.1 = Local access only
—  X.X.X.X = Adapter specific access only*

*Adapter specific endpoint = the IP address of the Network Adapter
Endpoint (10.199.218.50:1020) = Network Adapter IP address (10.199.218.50)

* Certificate Select a File .
Duration for default certificate P365D

» Client Certificates

Default authentication extensicn TcHmiUserManagement
— TcHmISrv -> Security e Sysemdies
Key Select a File “
— Auth settings, SSL Key Password Select a File
> Self signed root certificate Select a File X
Self signed root certificate key Select a File X




Server Configuration in VS BECKHOFF

—n Selection of extension

TwncaT i senver omgurston = [

ADS ~ Publish Configuration: | default S | Manage Configurations... |

TcHmiEventLogger i .
o General Diagnostics

TcHmiLua \ - -
o ADS = Selection of profile
TcHmiRecipeManagement ¥ Runtimes
Can be set for specific remote
TcHmiSqliteHistorize configuration

Timeout PT1S \

Enable chunking of large ADS reguests f3|se

TeHmiSaliteLogger = Selection of subpages
TcHmiTextStorage
TcHmiUserManagement

TcHmi_Chat

\

= Confirm changes

Version: 1.10.1336.352, Config Version: 1.0.0.17




Server settings | Engineering BECKHOFF

» Relevant engineering settings:
— ADS target runtimes for Engineering
— Event Logger targets for Engineering

TwinCAT HMI Server Configuration + X

ADS Publish Configuration: | default “ || Manage Configurations...
u PUbIISh Conflguratlons: TeHmiEventlLogger General Diagnostics
. . TeHmilLua ADS
T defaU|t - Englneerlng TcHmiRecipeManagement « Runtimes
— remote ) Stand Alone Deploy TcHmiSqgliteHistorize contiguration
PLC1
_ et TeHmi5SqliteLogger Y
— NameYourOwn = Specific Deploy Enabled rue
TcHmiSm
- Amshetld 127.0.0.1.1.1
TeHmiTextStorage Poxt
2 831
TeHmiUserfanagement o Tt s
L
+Add
Timeout PT15
Enable chunking of large ADS requests falze

Accept




Server Diaghostics BECKHOFF

» Information about current state of the server Disgnostics
= First point of access in case of any connection issues o oces
= Information about o}

— Consumed licenses T.c.:teriu:eyem

— Active sessions ,L

— PLC states Extensions (e

— Memory usage e WJJ

Broes 100

Used clients 1

Diagnostics Used servers g
« Runtimes Used targets 4
v PLC1 Memory usage 95.46 MB
ADS state Run > Remote Server
ADS version Server time 2019-09-02T15:25:43Z
_ 10 Inbound bytes 1099292.00 byte
Device name TwinCAT System Outbound bytes 15683937.00 byte
» TcSysService Uptime PT1H46M11S

1



Thanks for your attention! BECKHOFF
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Beckhoff Automation LLC Phone: 1 226 765 7700
Headquarters Canada

Beckhoff Automation Ltd.

4 Schiedel Court, Unit 1-3
Cambridge ON N3C 0OH1, Canada

E-Mail: sales@beckhoff.ca
Web: https://www.beckhoff.ca/

Beckhoff Automation GmbH & Co. KG Phone: +49 5246 963-0
Global Headquarters Fax: +49 5246 963-198
Huelshorstweg 20 E-Mail: info@beckhoff.com
33415 Verl Web: www.beckhoff.com
Germany
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