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Connecting to a Target, Basic Principles

Connect to Target Defined BECKHOFF

= TwinCAT System: an installation of the TwinCAT Software

= Connect to Target: when one TwinCAT System is used develop or troubleshoot
another TwinCAT System

» Local system: The system “reaching out”
» Target system: The system being connected to

Machine

Laptop with _
TwinCAT Installed CX20xx: Embedded PC

with TwinCAT



Connecting to a Target, Basic Principles

Only TwinCAT Development can Connect to a Target BECKHOFF

= Development:

= TwinCAT System for configuration, troubleshooting, and control
» Includes user interface for TwWinCAT
= Runtime:

= Lean version of TwinCAT System used only for control

= Does not include user interface

Development Machine

Laptop with _
TwinCAT Installed CX20xx: Embedded PC



Connecting to a Target, Basic Principles

TwinCAT Connections use an AMS Router BECKHOFF

= Each TwinCAT System has an AMS* NetID

= AMS NetID: Identifies the message router for a TwinCAT System on a machine
= Endsin ‘1.1’ by default
= Often derived from a MAC Address or first IP address used on a machine
= Does not need to match IP Address of installed computer

= AMS Router: Part of TwWinCAT that routes messages between TwinCAT systems

AMS Router AMS Router

< 169.254.10.12 169.254.10.14 | |

Laptop with

TWinCAT Installed CX20xx: Embedded PC

with TwinCAT Installed

*Automation Message Specification



Connecting to a Target, Basic Principles

TwinCAT Connections May Be Global BECKHOFF
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Connecting to a Target, Basic Principles

Two Main Actions Occur with a Connection BECKHOFF

= Troubleshooting the Machine:

— The development software can monitor a running machine for
diagnosis

Development

» Deploying Changes to the Machine:

— The development software can be used to change how a machine is
configured to run ‘ '

Development
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Connecting to a Target, Connection Prerequisites

Before Connecting to Target, these Must be True* BECKHOFF

= Check These Beforehand to Ensure a
Target Can be Connected to:

= Local System has the correct TwinCAT ‘ [ Choose Target.. | ‘
Development build, version, and level

C:wDocuments and Settings“~Adminisztrator>ping 18.11.12.13
Pinging 18.11.12._ with 32 butes of data:

Reply from 18.11.12_13: hytes=32 time<ims TTL=128
Reply from 18.11 13: bytes=32 time<imz TTL=128

» Network Communication is OCCUITING SIS ET RTITIFE HE sAoeds ciReroc il ¢ T

Reply from 18.11.12.13: bytes=32 time<ims TTL=128

between systems Ping statistics for 18.11.12.13:

Packets: Sent = 4. Received = 4, Lost = 8 (8 loss),
Approximate round trip times in milli—seconds:
Minimum = Bms,. Maximum = Bms,. Average = Bms

= TwinCAT Communication must occur, be
unblocked

U McAfee

Firewall

= |f you have connected in the past, these
checks may not be necessary

*More information is provided in the details and troubleshooting section.
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Connecting to a Target, How to Connect

Step 1: See if Route Present BECKHOFF

* For one TwinCAT system to connect to another a route must be
present on both the local and target system to each other.

— Routes contain information which allow one system to find
another on a network.

» To create a route or see existing routes, go the TwinCAT icon and
select edit routes:

&) About TwinCAT...

g TwinCAT XAE (VS 2010)

| i) Info BT TwinCAT XAE (VS 2012)
o Cleanup Tools »
Change AMS Netld
Edit Routes Router

System




Connecting to a Target, How to Connect

Step 1: See if Route Present BECKHOFF

* The Static Routes dialog box contains all existing routes.
= |f the desired route is present, no route needs to be added.
= |f it is not present, select the add button.

TwinCAT Static Routes @

Route AmsMetld Address Type Comment
CX-13FD24 5.19.158.234. 1.1 CX-13FD2A TER P
CX-17D57A 169,254, 106.3.1.1 CX-17D57A TCP_IP
C¥-139EEA 169, 254.106.122.1.1  10.11.12.13 TCP_IP
CX-13FCDA 10,12,144.5.1.1 CX-13FCDA TCP_IF

|




Connecting to a Target, How to Connect

Step 2: Search for Other TwWinCAT Systems BECKHOFF

= Two Search Options Exist to Find and Add New Routes:
— Click ‘Broadcast Search’ to search all local area network computers

— Click ‘Enter Host Name / IP:’ after entering computer name or [P
address to search for a specific computer on both local and wide area
networks

"
Add Route Dialog

pAEEEERNNN pEEEEERN
Enter Host Mame / IP: 5 . Refresh Status ‘: Broadcast Search

n
K .:.,.
0‘ ""ﬁ ¢ IS
L 3 Hnst Mame Connected  Address AMS e!d. I TwinCAT os 'u'erﬁn Comment
. Tua, .

.
[| Enter Host Mame [/ IF: | .~‘

Route Name (Target):

Route Mame (Remote): SEANP-MNBO1

Amshetld: Target Route Remote Route

() Project ) None
1@ Static @ Static

) Tempaorary () Temporary

Transport Type: ITCF‘_IF‘ x:

Address Info:

@ HostMame () IP Address

Connection Timeout {s): 5

Close




Connecting to a Target, How to Connect

Step 3: Select the Desired System BECKHOFF

= Select the computer from the list

— If desired system is not present, see the Details and
Troubleshooting Section

Add Route Dialog @
| Enter Host Name J IF; | I Refresh Status ] | Broadcast Search ]
Host Mame Connected  Address AMS Metld TwinCAT 05 Version Comment
CX-14DAIE 10.12,144.6 10.12,1446.1.1 3.1.4013 Windows 7
SeanP-nb01 10.12,144.2 10.12,160,11.1.1 3.1.4018 Windows 7
4 | i 3
Route Mame (Target): CX-14DALE Route Mame (Remote): SEAMP-MBO 1
AmsMetld: 10,12,144.6.1.1 Target Route Remote Route
Transport Type: ITCP_IP - o Project © Mone
@) Static @ Static
Address Info: CX-14DALE ) Temporary ) Temporary
@ Host Mame (71 IP Address
Connection Timeout (s): 5
Add Route ] l Close
e




Connecting to a Target, How to Connect

Step 4: Select the Method of System Identification BECKHOFF

= Select Host Name to Identify the TwinCAT System by the name of
the computer on which it is installed

— Use for computers with dynamic IP addresses acquired from a
DHCP server

= Select IP Address to Identify the TwinCAT System by the specific
IP address being used for network communication

— Use for computers with static |IP addresses

L @ Host Marme .Ij -'||:’.-"l"-.le:|I“ESSJ |
¥ & (Remate): SEANP-MNEOT

.
. AmsMetld: :’!1 3139.248.1.1 o S GetRote S—
14 X v* S Broiect N
” Transport Type: A |TCP,."|F" - |‘ v* : i — Mane
* L R 4 s* @) Static

(@) Static

. O : v : i
SRy, o gun gy i e® _ Temporary (L) Tempaorary

‘-.E_I- Host Name A 3 IF"Address‘ .

Sgun® tauns?
Connection Timeout (s): b

Add Route \ \




Connecting to a Target, How to Connect

Step 5: Add the Route BECKHOFF

= Click the add route button to save the route for future connections

fdd Route Dialog
Enter Host Mame [ IP; | Refresh Status ] | Broadcast Search
Host Mame Connected  Address AMS Metld TwinCAT 05 Version Comment
Cx-14DAIE 10.12.134.% 10.12.194.65. 1.1 314013 Windows 7
SeanP-nb01 10.12.144.2 10,12.160,11,.1.1  3.1.4018 Windows 7
4 il k-
Route Mame (Target): Cx-14DA1E Route Mame (Remote): SEAMP-MBO1
Amshetld: 10,12, 144.6.1.1 Target Route Remote Route
Transport Type: lTCP_Ip - | o Project © Mone
@ Static @ S5tatic
Address Info: C¥-14DA1E 7 Temporary ' Temporary
@ HostMame () IP Address
Connection Timeout (s): 5 =
[ Add Route ] Close




Connecting to a Target, How to Connect

Step 5: Add the Route BECKHOFF

TcAmsRemoteMgr

I GetHostByMName of '"CX-14DA1E' failed
b

ADS Error 1861 (0x745): "ADS ERROR: timeout elapsed’

* |f an error message is obtained, this most commonly means that the
AMS Remote Manager was unable to add the target by host name
to its Router Table.

= Switch Address info to IP Address and Add Route again

Transport Type: lTCP,-"IF" v]

Address Info: Cx 0D3BFA

(@ Host Name (P Address

Caonnection Timeout (s): b

4|k




Connecting to a Target, How to Connect

Step 6: Enter Correct Username and Password BECKHOFF

= A security window should pop-up before the route can be added.

= Enter an administrator level username and password for the
target machine and hit OK

= Beckhoff PC Default Password:
— Username: Administrator
— *Password: 1

Logon Information 2

Enter & user name and password that i= valid for the
remote system,

User name: Administrator

Password;

|| Encrypt Password (TwinCAT 3 only)

| (04 || Cancel |

» |f Password Unknown:
— There is no way to automatically add a new route
— Beckhoff personnel cannot retrieve an unknown password

* Encryption is available to prevent unauthorized acquisition of
username and password by network traffic monitoring




Connecting to a Target, How to Connect

Step 7: Verify Connection and Close Window BECKHOFF

= A new route should now exist on the local machines
= The local route should show an X under the connected column

Add Route Dialeg
Enter Host Name [ IP: | Refresh Status | I Broadcast Search
Host Mame jected  Address AMS Metid TwinCAT 05 Version Comment
CX-14DAIE 10,12, 144.6 10,12, 144.6. 1.1 3.1.4018 Windows 7
SeanP-nbo1 10,12.144.2 10,12.160,11.1.1  3.1.4018 Windows 7
Route Name (Target): CX-14DAIE Route Mame (Remote): SEANP-MBO1
AmzNetld: 10.12,144.6.1.1 Target Route Remote Route
Transport Type: |TCP_IP > | : : s = Mo
@ Static @ Static
Address Info: 10.12.144.6 7 Temporary ) Temporary
(7' HostMame (@ IP Address
Connection Timeout (5): 5
[ Add Route ] Cloze J

» [fno ' X'is .shown, hit the refresh status button
» |f one still does not appear, a connection may still be possible
= Click the Close button to exit the window



Connecting to a Target, How to Connect

Step 8: Verify Route Has Been Added BECKHOFF

= The route just added should be in the Static Routes Table.

TwinCAT Static Routes

Route AmsMetld Address Type Comment
CX-13FD2A 5.19.158.234.1.1 Cx-13FD2A TER_IP
CX-17D57A 169,254, 106.3. 1.1 CX-170574 TCP_IP
CX-139EEA 169.254.106.122.1.1  10.11.12.13 TCP_IP

CX-13FCDA 10.12,144,5,1,1 CX-13FCDA TCP_IP
CX-14DAIE 10.12,144.6.1.1

[_ Add:.; ]| Remove |

» |f so, a route will also have been added to the target machine, which
corresponds to the local machine

* |f not, see Details and Troubleshooting section



Connecting to a Target, How to Connect

Step 9: Connect to the Target System BECKHOFF

= With a route added, TwinCAT can connect to the target system
» Connections are typically used for two reasons:

— To pull out the running machine files from the target

— To work on the target machine using local files



Connecting to a Target, How to Connect

Step 9a: Connecting to Extract Files BECKHOFF

= To extract files from the running machine the local machine must
have visual studio open without any solutions loaded

» |f a solution is loaded, close it under the file menu
= Select Open Project From Target

e Source Control Explorer - Microsoft Visual Studic (Administrator) I

File | Edit View Debug TwinCAT PLC Team Data Tools Test Scope Window Help
MNew 3 |v =L | B |Release TWinCAT BT [x64)
Open * | =] Project/Salution.. Ctrl+Shift+0
Close 5 Web Site... Shift+Alt+0
Close Selution i“’.j:} Team Project...

] Save Selected Irems L File.. Ctrl+0

Save Selected Itemis As... Convert...

@ Save All Ctrl+Shift+5 I Open Project From Target...




Connecting to a Target, How to Connect

Step 9a: Connecting to Extract Files BECKHOFF

= Select the desired Target Route and hit OK.

* The local system will now search the target for user machine files
(CurrentConfig.tszip) in C:\TwinCAT\3.1\Boot

= All routes with question marks are not communicating with the local
machine and cannot be accessed. See Details and Troubleshooting
to rectify the problem.

Choose Target System ld_‘?-J |
ER o] Local (10121601111 0K

o] CHAZ9EEA [169.254.106.1221.1)

(] CHABFCDA  (1012144511) | Cancel

E C-13F024  [519.158.2341.0)
“o ] CH-14DATE 101214481.7)

L[] O17D57A  (169.254.106.3.1.1) Search [Ethermet]...

Search [Fieldbuz)..

[T} 56t as Default




Connecting to a Target, How to Connect

Step 9a: Connecting to Target to Extract Files BECKHOFF

* |[f no CurrentConfig.tszip exists in C:\TwinCAT\3.1\Boot of the
target, an error similar to the one below will emerge.

Microsoft Visual Studio

&9y File
L ol ,'I '‘ChUserstSeanP\AppDatah Local\ Temphtsz5BCL trnph CurrentConfig.tszi
p' net found

Ok




Connecting to a Target, How to Connect

Step 9a: Connecting to Target to Extract Files BECKHOFF

» |[f CurrentConfig.tszip does exist on the target, the files will need to
be saved locally before they can be used.

= Adialog will prompt the user for a desired location.

Browse For Folder

Select Folder for new Solution

4 8 Sean
MirtualBox
AppData
57 Contacts
* | jm Desktop
b g Downloads
» r Favorites
@ Links
a | My Docurnents
Bluetooth Folder

Faolder: Projects

I Make Mew Folder | [

» Once the files are transferred, the solution will open and
automatically point to the target machine.



Connecting to a Target, How to Connect

Step 9b: Connecting to Target with Local Files BECKHOFF

= |[f TwinCAT project files exist locally for the target machine open
them with the yellow folder.

Source Control Explorer - Microsoft Visual Studic (Ad
File Edit View Debug TwinCAT PLC Team 1

SEne iRl ™ = B EE R W B

el <l = Gseh Eile (Ctri+0) pl|

= Note:

— For proper troubleshooting of a target, the local TwinCAT
system must have machine files which exactly match what the
target machine is running.

— To reconfigure a target machine, any files can be opened locally
and then deployed to the target assuming the new configuration
files make sense.



Connecting to a Target, How to Connect

Step 9b: Connecting to Target with Local Files BECKHOFF

= Select the Route of the target machine using the Choose Target
drop down menu once the desired files are loaded.

Matlab - Microsoft Visual Studio (Administrator)
File Edit View Project Build Debug TwinCAT PLC Team Data Tool

SR SERE an A I WISTAREEE. WL R B S | Release
i BB 2 NG| 6| ocupate ER

<l ocal=

Soludeio Fxprotes CX-139EEA  (169.25410612211)

= CX-13FCDA (1012.144.51.1)

E Solution 'Matlab' (1 project) CA-13FD2A (515.158.234.1.1)
=5 CX-14DA1E (1012144.6.1.1)

4wl Matiab CX-17D57A 9254106311
. [l SYSTEM 5 ﬂ i

@ MOTION Choose Target System...

= |f drop down menu not present, right click anywhere in the toolbar
and Select “TwinCAT XAE Base’



Connecting to a Target, How to Connect

Observing the Connected Target System BECKHOFF

* The local TwinCAT development software now points to a Target
» The Target Name should still show at the top of the window
» The State of the TwinCAT system is shown in the lower right

o8 TwinCAT Project2 - Microsoft Visual Studio (Administrator)

File Edit View Project Build Debug TwinCAT TwinSAFE PLC Team Data Tools Test Scope Window Help
fale = (2 @[ 8 0 -8 - BB (Retease || TWInCAT RT (x86) - # [rop s EEEEN Wy aBelEic

| pr mgle=Z=0|awmE (D LwBBIRE - |ocazrpac =

Solution Explorer ¥ I X B TwinCAT Project2 x

=

Version (Local) | Version (Target) | Setings | CX Settings | Prulecﬁcgm Types | Interfaces | Functions| £

‘0

-4 Solution TwinCAT Project?' (1 projec
4 3 TwinCAT Project2 |

4 |Gl SYSTEM| ] TwinCAT System Manager
1 License % v3.1 (Build 4017)

1
4 =
%i:}f et V3.1 (Build 4016) |:}{_ 1 3 F D 2 I::

sk Routes
TcCOM Objects Copyright BECKHOFF © 1996-2014

e Other Options:

[ SAFETY

e : « Timed Out

4 "% Devices -
2l D:“[E LiEtherCaT) @ 0Errors I\ 0 Wamings | i) 10 Messages | Clear
5% Image
=@ Image-Info Description ile ine
. 2 SyncUnits |

Inputs
» W Outputs

S - « Config Mode

'—'i?{i Solution Explorer | RECIR= el j) S Aid B Output

ies
Creating project TwinCAT Project"... project creation successful. d off n
& 4 -
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Connecting to a Target, Details and Troubleshooting

Connection Prerequisite Details BECKHOFF

= Without checking Connection Prerequisites the Connection
Process may not work

= See following slides to:
Ensure the correct development is installed on local machine

Ensure Ethernet communication between computers over the
network

@ Ensure TwinCAT communication is possible

— Check for other potential causes for connect to target failures



Connecting to a Target, Details and Troubleshooting °

Local System Needs TwinCAT Development BECKHOFF

= Development is needed to gain access to the choose target button
= How do | know if | have development?

— If you can open TwinCAT XAE

TwinCAT Project6 - Microsoft Visual Studio

? w  Project Build Debug  TwinCAT PLC  Tools  Scope Window  Hel
® S| s a9 -00-E-0] F [rekase
2@ ||

4 About TwinCAT...

[{] Event Viewer

4 About TwInCAT... " S PO B m P
Ewvent Yi
ST e TwinCAT XAE (VS 2010)
C TwinCAT Switch Runtime

Rouker g

v3.1 (Build 4012)

Router
http: /A vavm, beckholf. com

Swskern g

"o 7] @ )

Swsbem

|
|
k




Connecting to a Target, Details and Troubleshooting °

Local System Specifications BECKHOFF

= Version and build should be the same as the target*
— If not, update your local TwinCAT installation.
Note: TwinCAT 3 cannot be used to connect to TwinCAT?2

/

About TwinCAT System

TwinCAT Spstem Service  w3.1.0.2103

ﬁ TwinCAT v3.1.4018.5

OK

About TwinCAT System

TwinCAT Spstem Service  3.1.0.2103

ﬂ TwinCAT v3.1.4018.5

*Connection may still be possible if this doesn’t hold true, but problems may arise.



Connecting to a Target, Details and Troubleshooting °

Local System Specifications BECKHOFF

To Obtain Information on Local System:

About TwinCAT System

TwinCaT Spstem Service  v3.1.0.2002

(| & a&bout TwincaT... N ﬁ Peiglal Ll

Copyright BECKHOFF Automation € 1996-2013 AMS Met Id:
TwinZAT Switch Runtime
Logon User: Administratar Huwd Platform:
TwinCAT XAE (¥5 2010} User Group: |HelpLibraryUpdaters System Id:
Router Licenses:
Order Mo /| License Insl
Jystem TC1000 TC3 ADS oy




Connecting to a Target, Details and Troubleshooting o

Target System Specifications BECKHOFF

»= To Obtain this Information on Target System gain access to target
machine and go to “About TwinCAT” (see previous slide)

E ‘ &) About TwinCAT...

» Can Access Machine by:
— Physically going to machine equipped with monitor and mouse
OR
— Logging into the Target Machine Using:
— ‘Remote Display Control for Windows CE’ (Windows CE)
— ‘Remote Desktop Connection’ (Other Windows OS)

*These programs require the IP Address of the target system

and user login credentials
Disclaimer:

= Always talk to your IT professional/machine specialist before altering any network



Connecting to a Target, Details and Troubleshooting o

Network Communication BECKHOFF

Ensure Systems are on the Same Subnet:
* For each system:
— ldentify the port used for network communication

— One solution is to unplug the cable and watch the connection
change state in the network settings area of Windows™

— Go to the properties of that port

'.5 Metwork Connections

File Edit ‘iew Favorites Tools Advanced Help

@Eack . lgd 'ﬁ‘ P, ' Search T Folders -.-

Address Ef.._'; Metwaork Connections

A Name Type Status
Network Tasks el | LAN or High-Speed Internet
I '
= Enrﬁﬁt;:t?nﬁew <L, Local Area Connection 2 L&M or High-Speed Inter.., Connected
e, Local Area Conneckion 3 LAM or High-3peed Inkter...  Mebwork cable unplugged

‘_5_.} Set up a home or small

*Unplugging cables may interfere with machine performance. Ensure beforehand that this operation will not cause unauthorized downtime



Connecting to a Target, Details and Troubleshooting o

Network Communication BECKHOFF

Ensure Systems are on the Same Subnet
*= Double click on the Internet Protocol(v4) item in the list.
» |dentify the IP Address and Subnet mask of that connection

:’r Local Area Connection Properties

| 4= Local Area Connection 2 Properties

-Netwurl-cing -[Sharingl

| | ] i
General | Advanced |
| W Connectusing:

Connect uzing: L¥ Realtek PCle GBE Family Controller
|

| 28 AMD PCMET Family PCI Ethernet Ad | Configure. .

Configure. ..

This connection uses the following items:

Thiz connection uses the following iberms:

[v] }%Qualcumm Atheros Bandwidth Control

= 81 105 Packet Schedulsr A ¥l J8) QoS Packet Scheduler
: = . . :
¥ %= TwinCAT Ethernet Protocol for All Metwork Adapters 0, s e Pl St I it 1 R

¥ i Internet Protocol Version 6 (TCP/IPvE)
W i Internet Protocol Version 4 (TCP/IPv4)
i. Link-Layer Topology Discovery Mapper /O Driver

3 |nternet Frotocal [TEF'.-"|FE]

i. Link-Layer Topology Discovery Responder




Connecting to a Target, Details and Troubleshooting o

Network Communication BECKHOFF

Ensure Systems are on the Same Subnet®

» Using the top radio button(DHCP) will automatically address the network
card (see next slide to check address)

» |f two computers are set to automatically address without a DHCP server
involved(if the ethernet cable is connected direct from one machine to
another) wait until the two auto negotiate an address.

— Once completed, the TwinCAT route must be added by IP Address, not
Host Name

-Iﬁtemet Protocol Version 4 (TCP/IPv4) Properties ||

General | Alternate Configuration

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

@) Obtain an IP address automatically

(1 Use the following IP address:

*Always talk to your IT professional before changing network settings



Connecting to a Target, Details and Troubleshooting o

Network Communication BECKHOFF

Ensure Systems are on the Same Subnet®

= |f a static IP address is used**:
— The subnet masks should match each other.

— Each number of the ip address located in the same position as a 255 in
the subnet mask should match between local and target systems.

(o) Uze the following 1P address:
IF address: El
subnet mask: 0
(@) Use the following IF address:
IF address: 13
Subnet mask: 0

*Always talk to your IT professional before changing network settings

**These rules do not have to be followed but are given here to avoid explaining the binary math involved with the IP address and subnet



Connecting to a Target, Details and Troubleshooting e

Network Communication BECKHOFF

* Verify network communication

— Open a command window
— Ping the IP Address of the Target from the Local Machine

— If using automatic addressing, type ipconfig on each
machine to identify its address

Reply means network communication ok  No Reply means no communication
« Check cabling and network devices
* Double check network settings
« Turn off firewall on both local and target

e+ Command Prompt ¢+ Command Prnmpt

Plicrosnft Mindous #F. [lersion: 5.1 26001 Microsoft Windows XP [Uersion 5.1.26001
€C> Copyright 1985-2001 Microsoft Corp. <C> Copyright 1985-28@1 Microsoft Corp.

C:“Documents and Settings“Administrator>ping 169.254.12 .13
Pinging 169.254.12.13 with 32 hytes of data:c

C:sDocuments and Settingz~Administrator>ping 169.254.12.13
Pinging 167?.254.12.13 with 32 hytes of data:

Reply from 16%7.254.12.13: hytes=32 time<{imz TTL=128
Reply from 169.254.42_.413: bytes=32 time<ims TTL=128 Regquest timed out.
Reply from 169.254.12.13: hytes=32 time<ims TTL=128 Request timed out.

Reply from 169.254.12.13: hytes=32 timed{ins TTL=128 Request timed out.

Ping statistics for 169.254.12.13: Request timed out.
Packets: Sent = 4, Received = 4, Lost = B <8 loss>,
Approximate round trip times in milli—seconds: Ping statistics for 169.254.12.13:
Minimum = Bms,. Maximum = Bms,. Average = Bms Packets: Sent = 4, Received = A, Lost = 4 (188x losszd),




Connecting to a Target, Details and Troubleshooting e

TwinCAT Must Communicate BECKHOFF

— TwinCAT must NOT be in Stop Mode

— In Stop Mode, TwinCAT does not communicate:

X B

— In Config(blue) or Run(green) Mode, TwinCAT will
communicate

v [



Connecting to a Target, Details and Troubleshooting e

...And not be Blocked BECKHOFF

= Ensure that Firewall ports are open™:
— Discovery: 48899 / udp (also outgoing)
— Not secured: 48898 / tcp (also outgoing)
— Secure ADS: 8016 / tcp (also outgoing)
* Turn off virus protection software

J

TwinCAT Eﬂgil’lEEl’I-rlg Firewall
(Another name for development)

1k RSN R
i)
R R e

11 N
I.ll RIS L RS 2 b b 1o e v
P B PR e
b S i e
il b G G B b el L R

TwinCAT Runtime

R R ]

Allow incoming connectian o
Port 48893 (CxBFO2) Protocol TCP
Port 48299 (0xBF03) Protocol UDP

*Firewall may be turned off for short term testing per IT approval



Connecting to a Target, Details and Troubleshooting e

ADS Firewall port PowerShell commands BECKHOFF

You can use the following PowerShell commands
to add the required ADS ports to your firewall.

Be sure to run PowerShell as Admin

New-NetFirewallRule -DisplayName "TwinCAT-ADS (TCP)' -Profile 'Any' -Direction Inbound -Action Allow -Protocol TCP -LocalPort 48898
New-NetFirewallRule -DisplayName "TwinCAT-ADS (TCP)' -Profile 'Any' -Direction Outbound -Action Allow -Protocol TCP -LocalPort 48898
New-NetFirewallRule -DisplayName "TwinCAT-ADS (TCP) Secure' -Profile 'Any' -Direction Inbound -Action Allow -Protocol TCP -LocalPort 8016
New-NetFirewallRule -DisplayName "TwinCAT-ADS (TCP) Secure' -Profile 'Any' -Direction Outbound -Action Allow -Protocol TCP -LocalPort 8016
New-NetFirewallRule -DisplayName "TwinCAT-ADS (UDP)' -Profile 'Any' -Direction Inbound -Action Allow -Protocol UDP -LocalPort 48899
New-NetFirewallRule -DisplayName "TwinCAT-ADS (UDP)' -Profile 'Any' -Direction Outbound -Action Allow -Protocol UDP -LocalPort 48899

EN Administrator: Windows PowerShell

Windows Powershell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform Powershell https://aka.ms/pscore6

PS C:\Windows\system32> New-NetFirewallRule Inbound -Actic Prot TCP

»> New-NetFirewallRule 3yNa Prof 1 Outbound -Action Allow -! & alr - 48898

»> New-NetFirewallRule splayia : [ ti Inbound -Acti Allow 1 1Port 8016
»> New-NetFirewallRule i - Profi i i Outbound tion Allow otoco : Port 216
»> New-NetFirewallRule -Displ A Prof = )irection Inbound -Action Allow -Protocol : Port 48899

»> New-NetFirewallRule 3y Na i f 1 Outbound -aAction Allow -f alr - A8899
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Troubleshooting Tips: Further Assistance BECKHOFF

* The following may also prevent a proper connection:

— Alternate connections on the TwinCAT PC may need to be
disabled (stale routes)

— Wireless connections
— Wired Connections
— Virtual Connections from Virtual Machine
— Windows May Need a Restart from Recent Updates
— Pending updates may block TwinCAT communication

= See the “Connect to Target Quick Sheet” for a summary of items to
check from this document.

= If all else fails:
— Call Beckhoff Support at 1-877-722-6846
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