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Connecting to a Target, Basic Principles

CX20xx: Embedded PC
with TwinCAT

Laptop with 
TwinCAT Installed

 TwinCAT System: an installation of the TwinCAT Software

 Connect to Target: when one TwinCAT System is used develop or troubleshoot 
another TwinCAT System

 Local system: The system “reaching out”

 Target system: The system being connected to

Connect to Target Defined

Machine

Local System Target System
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Only TwinCAT Development can Connect to a Target

 Development: 

 TwinCAT System for configuration, troubleshooting, and control

 Includes user interface for TwinCAT

 Runtime: 

 Lean version of TwinCAT System used only for control

 Does not include user interface

Connecting to a Target, Basic Principles

CX20xx: Embedded PC

Machine

Runtime

Laptop with 
TwinCAT Installed

Development



TwinCAT Connections use an AMS Router

Connecting to a Target, Basic Principles

 Each TwinCAT System has an AMS* NetID

 AMS NetID: Identifies the message router for a TwinCAT System on a machine
 Ends in ‘.1.1’ by default

 Often derived from a MAC Address or first IP address used on a machine

 Does not need to match IP Address of installed computer

 AMS Router: Part of TwinCAT that routes messages between TwinCAT systems

CX20xx: Embedded PC 
with TwinCAT Installed

Laptop with 
TwinCAT Installed

*Automation Message Specification

192.154.26.5.1.1 10.12.25.5.1.1

169.254.10.12 169.254.10.14
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Connecting to a Target, Basic Principles

C69xx: Cabinet PC

CX20xx: Embedded PC

TwinCAT Connections May Be Global

169.254.6.19

16.17.5.9

169.254.9.30

SwitchRouter

16.17.5.1

WAN Port

Modem

SwitchRouterWAN Port

Modem

CX10xx: Embedded PC



Two Main Actions Occur with a Connection

 Troubleshooting the Machine:
 The development software can monitor a running machine for 

diagnosis

 Deploying Changes to the Machine:
 The development software can be used to change how a machine is 

configured to run

Connecting to a Target, Basic Principles

Machine

Runtime

Development

Machine

Runtime
Development
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Before Connecting to Target, these Must be True*

 Check These Beforehand to Ensure a 
Target Can be Connected to:

 Local System has the correct TwinCAT 
Development build, version, and level

 Network Communication is occurring 
between systems

 TwinCAT Communication must occur, be 
unblocked

 If you have connected in the past, these 
checks may not be necessary

Connecting to a Target, Connection Prerequisites

*More information is provided in the details and troubleshooting section.
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Step 1: See if Route Present

 For one TwinCAT system to connect to another a route must be 
present on both the local and target system to each other.

 Routes contain information which allow one system to find 
another on a network.

 To create a route or see existing routes, go the TwinCAT icon and 
select edit routes:

Connecting to a Target, How to Connect



Step 1: See if Route Present

 The Static Routes dialog box contains all existing routes. 

 If the desired route is present, no route needs to be added.

 If it is not present, select the add button.

Connecting to a Target, How to Connect



Step 2: Search for Other TwinCAT Systems

 Two Search Options Exist to Find and Add New Routes:
 Click ‘Broadcast Search’  to search all local area network computers

 Click ‘Enter Host Name / IP:’ after entering computer name or IP 
address to search for a specific computer on both local and wide area 
networks

Connecting to a Target, How to Connect
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Step 3: Select the Desired System

 Select the computer from the list

 If desired system is not present, see the Details and 
Troubleshooting Section

Connecting to a Target, How to Connect



Step 4: Select the Method of System Identification

 Select Host Name to Identify the TwinCAT System by the name of 
the computer on which it is installed

 Use for computers with dynamic IP addresses acquired from a 
DHCP server

 Select IP Address to Identify the TwinCAT System by the specific 
IP address being used for network communication

 Use for computers with static IP addresses

Connecting to a Target, How to Connect
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Step 5: Add the Route

 Click the add route button to save the route for future connections

Connecting to a Target, How to Connect
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Step 5: Add the Route

 If an error message is obtained, this most commonly means that the 
AMS Remote Manager was unable to add the target by host name 
to its Router Table.  

 Switch Address info to IP Address and Add Route again 

Connecting to a Target, How to Connect
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Step 6: Enter Correct Username and Password

 A security window should pop-up before the route can be added.

 Enter an administrator level username and password for the 
target machine and hit OK

 Beckhoff PC Default Password:

 Username: Administrator

 *Password: 1 

 If Password Unknown:

 There is no way to automatically add a new route

 Beckhoff personnel cannot retrieve an unknown password

 Encryption is available to prevent unauthorized acquisition of 
username and password by network traffic monitoring

Connecting to a Target, How to Connect
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Step 7: Verify Connection and Close Window

 A new route should now exist on the local machines

 The local route should show an X under the connected column

 If no ‘X’ is shown, hit the refresh status button

 If one still does not appear, a connection may still be possible

 Click the Close button to exit the window

Connecting to a Target, How to Connect



Step 8: Verify Route Has Been Added

 The route just added should be in the Static Routes Table.

 If so, a route will also have been added to the target machine, which 
corresponds to the local machine

 If not, see Details and Troubleshooting section

Connecting to a Target, How to Connect



Step 9: Connect to the Target System

 With a route added, TwinCAT can connect to the target system

 Connections are typically used for two reasons:

 To pull out the running machine files from the target 

 To work on the target machine using local files

Connecting to a Target, How to Connect



Step 9a: Connecting to Extract Files

 To extract files from the running machine the local machine must 
have visual studio open without any solutions loaded

 If a solution is loaded, close it under the file menu

 Select Open Project From Target

Connecting to a Target, How to Connect



Step 9a: Connecting to Extract Files

 Select the desired Target Route and hit OK.

 The local system will now search the target for user machine files 
(CurrentConfig.tszip) in C:\TwinCAT\3.1\Boot

 All routes with question marks are not communicating with the local 
machine and cannot be accessed.  See Details and Troubleshooting 
to rectify the problem.

Connecting to a Target, How to Connect



Step 9a: Connecting to Target to Extract Files

Connecting to a Target, How to Connect

 If no CurrentConfig.tszip exists in C:\TwinCAT\3.1\Boot of the 
target, an error similar to the one below will emerge. 



Step 9a: Connecting to Target to Extract Files

Connecting to a Target, How to Connect

 If CurrentConfig.tszip does exist on the target, the files will need to 
be saved locally before they can be used.

 A dialog will prompt the user for a desired location. 

 Once the files are transferred, the solution will open and 
automatically point to the target machine.



Step 9b: Connecting to Target with Local Files

Connecting to a Target, How to Connect

 If TwinCAT project files exist locally for the target machine open 
them with the yellow folder.

 Note:

 For proper troubleshooting of a target, the local TwinCAT
system must have machine files which exactly match what the 
target machine is running.

 To reconfigure a target machine, any files can be opened locally 
and then deployed to the target assuming the new configuration 
files make sense.
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Step 9b: Connecting to Target with Local Files

Connecting to a Target, How to Connect

 Select the Route of the target machine using the Choose Target
drop down menu once the desired files are loaded.

 If drop down menu not present, right click anywhere in the toolbar 
and Select ‘TwinCAT XAE Base’



Observing the Connected Target System

Connecting to a Target, How to Connect

 The local TwinCAT development software now points to a Target

 The Target Name should still show at the top of the window

 The State of the TwinCAT system is shown in the lower right

Other Options:
• Timed Out

• Config Mode
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Connection Prerequisite Details

 Without checking Connection Prerequisites the Connection 
Process may not work

 See following slides to:

 Ensure the correct development is installed on local machine

 Ensure Ethernet communication between computers over the 
network

 Ensure TwinCAT communication is possible

 Check for other potential causes for connect to target failures

Connecting to a Target, Details and Troubleshooting

A

B

C



Local System Needs TwinCAT Development

 Development is needed to gain access to the choose target button

 How do I know if I have development?

 If you can open TwinCAT XAE

Connecting to a Target, Details and Troubleshooting A
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Local System Specifications

 Version and build should be the same as the target*

 If not, update your local TwinCAT installation.

Note: TwinCAT 3 cannot be used to connect to TwinCAT2

OK

*Connection may still be possible if this doesn’t hold true, but problems may arise.

Connecting to a Target, Details and Troubleshooting A

Local

Target
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Local System Specifications

To Obtain Information on Local System:

Connecting to a Target, Details and Troubleshooting A
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Target System Specifications

 To Obtain this Information on Target System gain access to target 
machine and go to “About TwinCAT” (see previous slide)

 Can Access Machine by:

 Physically going to machine equipped with monitor and mouse

OR

 Logging into the Target Machine Using:

 ‘Remote Display Control for Windows CE’ (Windows CE)

 ‘Remote Desktop Connection’ (Other Windows OS)

*These programs require the IP Address of the target system 
and user login credentials

Connecting to a Target, Details and Troubleshooting

Disclaimer: 

 Always talk to your IT professional/machine specialist before altering any network

A
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Network Communication

Ensure Systems are on the Same Subnet:

 For each system:

 Identify the port used for network communication

 One solution is to unplug the cable and watch the connection 
change state in the network settings area of Windows*

 Go to the properties of that port

*Unplugging cables may interfere with machine performance.  Ensure beforehand that this operation will not cause unauthorized downtime

Connecting to a Target, Details and Troubleshooting B
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Network Communication

Ensure Systems are on the Same Subnet

 Double click on the Internet Protocol(v4) item in the list.

 Identify the IP Address and Subnet mask of that connection

Connecting to a Target, Details and Troubleshooting B



Network Communication

Ensure Systems are on the Same Subnet*
 Using the top radio button(DHCP) will automatically address the network 

card (see next slide to check address)

 If two computers are set to automatically address without a DHCP server 
involved(if the ethernet cable is connected direct from one machine to 
another) wait until the two auto negotiate an address.  

 Once completed, the TwinCAT route must be added by IP Address, not 
Host Name

Connecting to a Target, Details and Troubleshooting

*Always talk to your IT professional before changing network settings

B
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Network Communication

Ensure Systems are on the Same Subnet*

 If a static IP address is used**:
 The subnet masks should match each other.

 Each number of the ip address located in the same position as a 255 in 
the subnet mask should match between local and target systems.

Connecting to a Target, Details and Troubleshooting

*Always talk to your IT professional before changing network settings

**These rules do not have to be followed but are given here to avoid explaining the binary math involved with the IP address and subnet

Local

Target

B
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Network Communication

 Verify network communication

 Open a command window

 Ping the IP Address of the Target from the Local Machine

 If using automatic addressing, type ipconfig on each 
machine to identify its address

Connecting to a Target, Details and Troubleshooting

No Reply means no communication
• Check cabling and network devices
• Double check network settings
• Turn off firewall on both local and target

Reply means network communication ok

B
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TwinCAT Must Communicate

 TwinCAT must NOT be in Stop Mode

 In Stop Mode, TwinCAT does not communicate:

 In Config(blue) or Run(green) Mode, TwinCAT will 
communicate

Connecting to a Target, Details and Troubleshooting C
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…And not be Blocked

 Ensure that Firewall ports are open*:

 Discovery: 48899 / udp (also outgoing)

 Not secured: 48898 / tcp (also outgoing)

 Secure ADS: 8016 / tcp (also outgoing)

 Turn off virus protection software

Connecting to a Target, Details and Troubleshooting

(Another name for development)

C

*Firewall may be turned off for short term testing per IT approval
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ADS Firewall port PowerShell commands

Connecting to a Target, Details and Troubleshooting C

You can use the following PowerShell commands 
to add the required ADS ports to your firewall.

Be sure to run PowerShell as Admin

New-NetFirewallRule -DisplayName 'TwinCAT-ADS (TCP)' -Profile 'Any' -Direction Inbound -Action Allow -Protocol TCP -LocalPort 48898
New-NetFirewallRule -DisplayName 'TwinCAT-ADS (TCP)' -Profile 'Any' -Direction Outbound -Action Allow -Protocol TCP -LocalPort 48898
New-NetFirewallRule -DisplayName 'TwinCAT-ADS (TCP) Secure' -Profile 'Any' -Direction Inbound -Action Allow -Protocol TCP -LocalPort 8016
New-NetFirewallRule -DisplayName 'TwinCAT-ADS (TCP) Secure' -Profile 'Any' -Direction Outbound -Action Allow -Protocol TCP -LocalPort 8016
New-NetFirewallRule -DisplayName 'TwinCAT-ADS (UDP)' -Profile 'Any' -Direction Inbound -Action Allow -Protocol UDP -LocalPort 48899
New-NetFirewallRule -DisplayName 'TwinCAT-ADS (UDP)' -Profile 'Any' -Direction Outbound -Action Allow -Protocol UDP -LocalPort 48899
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Troubleshooting Tips: Further Assistance

 The following may also prevent a proper connection:

 Alternate connections on the TwinCAT PC may need to be 
disabled (stale routes)

 Wireless connections

 Wired Connections

 Virtual Connections from Virtual Machine

 Windows May Need a Restart from Recent Updates

 Pending updates may block TwinCAT communication 

 See the “Connect to Target Quick Sheet” for a summary of items to 
check from this document.

 If all else fails:

 Call Beckhoff Support at 1-877-722-6846

Connecting to a Target, Details and Troubleshooting C
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